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Abstract—Monitoring of Wireless Sensor Networks (WSNs) is
a fundamental task to track the network behavior and measure its
performance in real-world deployments. Commercially-available
products for monitoring and testing IEEE 802.15.4-compliant
Low Power Wireless Personal Area Networks (LoWPANSs) are
mainly too expensive, and typically require special sniffing
hardware. In this Demo paper, we present our tool Z-Monitor,
a monitoring and a protocol analyzer solution to control and
debug IEEE 802.15.4-compliant LoWPANSs. Z-Monitor represents
a free and extensible solution for monitoring Zigbee, 6LowPAN
and RPL protocols, does not require special sniffing hardware,
and provides comparable services to proprietary and commercial
products.

I. INTRODUCTION

LoWPANS are typically composed of devices that conform
to the IEEE 802.15.4-2006 standard. While IEEE standard
802.15.4 specifies the Physical and Medium Access Control
(MAC) layers and underlying services for LoWPANSs, upper
layers like Network and Application layers are defined by
other standards like ZigBee [1], 6LowPAN [2] and RPL
[3]. Despite the fact that ZigBee and 6LoWPAN/RPL are
arguably the most important WSN technologies today, very
little is available on network monitoring and debugging of
these networks. In this Demo, we present Z-Monitor [4],
a modular application for monitoring and controlling IEEE
802.15.4-compliant LoWPANSs. Z-Monitor provides a conve-
nient solution for researchers and students for developing,
debugging and deploying wireless sensor network applications
based on IEEE 802.15.4 standard protocol and underlying
network protocols (i.e. 6LOWPAN, ZigBee, RPL). Z-Monitor
is compatible with the open-source official TinyOS implemen-
tation of the IEEE 802.15.4 recently released by the TinyOS
15.4 Working Group [5]. It also provides support for both
ZigBee and 6LoWPAN [2], the two mostly used protocols
deployed over LOWPANS.

II. Z-MONITOR IN BRIEF

Z-Monitor provides an open source, extensible, modular and
user-friendly solution for LOWPAN monitoring. Z-Monitor al-
lows for passive monitoring of IEEE 802.15.4-based networks
and for analyzing the network behavior through statistical
data analysis. Z-Monitor relies on a particular sensor node
acting as a passive sniffer that captures network traffic and
redirects it to a user-friendly Graphical User Interface (GUI).
The fundamental advantage of Z-Monitor as compared to
commercially available products such as CC2420 Sniffer [6],
Daintree Network Analyzer [7] and Zena [8] is that it is
independent of any special hardware and simply relies on a
simple mote to capture traffic.

A component-based approach has been used to design Z-
Monitor. The block diagram of the main components is shown
in Fig. 1.
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Fig. 1: The Block Diagram of Z-Monitor

On the hardware side, the sniffer hardware is simply an
IEEE 802.15.4-compliant sensor mote, which passively cap-
tures the network traffic. Each received packet is redirected
to the serial interface through which the sniffer is attached
to forward that packet to the software sniffing threads. The
sniffer hardware that we have used is a TelosB mote [9] that
implements tknsniffer application available under TinyOS.
The tknsniffer application switches the radio chip into
promiscuous mode and subsequently sniffs all packets that
come along. Z-Monitor collects packets arriving from the
USB port, stores them in a buffer, performs parsing and



packet decoding and finally displays parsed frames and outputs
network statistics as depicted in Fig. 2.
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Fig. 2: Z-Monitor Frame Decoding Interface

III. EXPERIMENTAL STUDY
A. Network Test-Bed and Objectives

We present an experimental study that shows how to
perform monitoring and performance evaluation of ZigBee,
6LoWPAN and RPL protocols using Z-Monitor. The objec-
tives of the experimental study are manifold:

o To demonstrate the capabilities of Z-Monitor for network
monitoring.

o To validate Z-Monitor tool’s support for various IEEE
802.15.4-based networks.

e To show how Z-Monitor is useful in evaluating the
performance of IEEE 802.15.4-based WSNS.

« To present the collection of network statistics using Z-
Monitor.

The network topology scenario used in the following ex-
periments is composed of 12 TelosB motes in an indoor
environment as presented in Fig. 3. In detail, the demonstration
consists of the following components:

1) One sniffer mote (running tknsniffer TinyOS appli-
cation);

2) One Base Station (playing the role of the PAN coordi-
nator, e.g., running IPBaseStation TinyOS application
for BLIP [10] or uip6-bridge [11] for Contiki that does
the bridging to the nodes running ulPv6)';

3) 10 identical nodes distributed around the Base Station;

4) A Notebook with installed TinyOS 2.x operating system.

Currently, Z-Monitor can be used to monitor and analyze
Open-ZB [12], BLIP, ulPv6 and ContikiRPL [13] implemen-
tations. In fact, this demonstration shows how Z-Monitor
performs the parsing and decoding of all IEEE 802.5.4-2006
standard frames, the evaluation and comparison of two well-
known 6LoWPAN implementations, i.e., ulPv6 on Contiki and
BLIP on TinyOS, and evaluate the performance of the recently
drafted RPL routing protocol under Contiki operating system.

I This second option will not be shown during the demo, but it is feasible
if the final user wants to try
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Fig. 3: Experimental Testbed

B. Demonstration Highlight

In our demo, TelosB motes will be deployed within a single
broadcast domain, i.e. a single-hop network. Z-Monitor for
multi-hop networks is still underway; therefore we will present
results from a single-hop network testbed. The transmission
power of nodes was set to -25 dBm and the frequency channel
was set 26. We consider the available open-source imple-
mentations of ZigBee and 6LoWPAN protocols namely, the
TinyOS IEEE 802.15.4/ZigBee implementation, the TinyOS
6LoWPAN implementation (BLIP), the Contiki 6LoWPAN
implementation (ulPv6) without and with RPL support (Con-
tikiRPL).

For the demo, we have chosen two scenarios showing the
capabilites of the Z-Monitor tool. They are described below:

o Scenario 1. In this scenario we want to demonstrate
the parsing and decoding functions of the tool when a
Zigbee Cluster Tree is formed using the beacon enabled
version of the IEEE 802.15.4-2006 standard. We use one
PAN coordinator and 10 end devices. The end devices
associate to the coordinator and send a single packet to
the coordinator after receiving every beacon. The sniffer
mote attached to the laptop will sniff the frames and
send packets received via the serial port to the PC to be
analyzed by Z-Monitor. The performance of Z-Monitor
are compared against a CC2531 Evaluation Module Kit
[14], composed by one CC2531DK Dongle USB radio
sniffer and the TI Packet Sniffer tool. The parameters to
analyze are the packet reception rate and the decoding
function of the tool.

o Scenario 2. In this scenario, we want to demonstrate the
ability of Z-Monitor to receive 6LoWPAN packets. To
this end, we install the UDPEcho application from the
TinyOS implementation in the ten nodes. This application
provides a UDP echo service. After installing, we can
generate traffic by simply sending ping6 commands to
each node from the the node attached to the PC with the
base station application is installed. We can monitor the
traffic in Z-Monitor through the sniffing mote connected
to the laptop, and compare its performance (packet recep-
tion ratio and the correct decryption of packets) against
the WireShark [15] tool. Fig. 4 shows a screenshot of the
planned demo that demonstrates the capture and analysis
of BLIP packets with Z-Monitor.
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Fig. 4: BLIP Protocol Analysis using Z-Monitor

With this demo, we also show how Z-Monitor can be used
to measure the performance of the different protocols. With
Z-Monitor, users can measure the network convergence time
metric of each router node, which is the duration a node spends
to join the 6LoWPAN network for all implementations under
study (i.e.Open-ZB, BLIP, ulPv6 and ContikiRPL), and this is
done through observing the arrival time of the packets. Fig.
5 shows an example of measuring the convergence time of
a 6LoWPAN network with Z-Monitor in which we compare
the performance of ulPv6 and BLIP implementations. To do
so, we measured the time when a node receives a router
advertisement message from the Base Station for both the
implementations.
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Fig. 5: Convergence Time of 6LoWPAN with BLIP and ulPv6

We show also through this demo that Z-Monitor can be
used also to measure the throughput and the delay of packet
transmission.

IV. CONCLUSIONS AND FUTURE WORKS

The proposed demonstration explains the capabilities of our
tool Z-Monitor to monitor, analyze protocols and evaluate
the performance of COTS WPANSs technologies namely IEEE
802.15.4, ZigBee, 6LoWPANSs, and RPL protocols. Z-Monitor
is compatible with all open-source implementations of these
protocols provided by TinyOS and Contiki operating systems.

We are currently working towards extending Z-Monitor to
support more advanced features including (1) support of multi-
hop topologies through the use of multiple sniffers so that it

will be easier and practical to analyze the behavior of large
scale networks, (2) extending parsing component to support
new COTS protocols implementations such as TinyRPL, which
has recently been released, (3) integrating advanced filtering

= and statistical analysis features.
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